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Abstract

Aboriginal and Torres Strait Islander women are disproportionately affected by violence
against women, in all its forms, and are overrepresented as domestic, family, and sexual
violence victims. Access to technology is vital to ensuring Aboriginal and Torres Strait Islander
women can safely report and access support services. Whilst technology can be helpful and
life-saving for women experiencing violence, technology can also be misused by perpetrators
to stalk, intimidate, coerce, harass and humiliate their victims. Aboriginal and Torres Strait
Islander women in regional and remote areas face additional and multiple forms of oppression
(coercive control, lateral violence and racist violence) owing to their status as both women and
living in low-resource settings. The context in which they are living further present barriers
and obstacles in seeking and receiving help. This paper demonstrates these multiplicities of
vulnerabilities by amplifying the voices of Aboriginal and Torres Strait Islander women and
their specific experiences to present the ways in which Aboriginal and Torres Strait Islander
women identify different forms of online violence and their responses to them. These voices
along with key findings from interviews with frontline services are the basis for
recommendations for programmatic and policy responses to prevent and reduce the harm of

technology-facilitated abuse.

Introduction

Aboriginal and Torres Strait Islander women are disproportionately affected by violence in all
its forms. To date, the majority of the literature and findings describe lateral violence and
family violence as the more known forms of violence in the context of Indigenous Australians
(Clark, Augoustinos, & Malin, 2017). Due to the ongoing impacts of colonisation,
disempowerment and trauma among Indigenous people can manifest as lateral violence (Clark,

Augoustinos, & Malin, 2017; Carlson & Frazer, 2021; Bailey & Shayan, 2021). Lateral



violence occurs between members of oppressed groups and takes the form of physical violence
as well as verbal abuse, threats, and emotional abuse (Clark, Augoustinos, & Malin, 2017). In
this paper, the term lateral violence is used to refer violence between Aboriginal and Torres
Strait Islander women. Family violence refers to different forms of violence between family
members, and in the context of Indigenous Australia, includes extended family and kinship
networks (Cheers, et al., 2006). This violence therefore often involves multiple victims and

multiple perpetrators (Brown, 2020).

Aboriginal and Torres Strait Islander women are overrepresented as domestic, family, and
sexual violence victims (The Northern Territory Government, 2018). Aboriginal and Torres
Strait Islander women are 35 times more likely to be hospitalised as a result of violence than
White women and Indigenous women report three times as many incidents of sexual violence
compared to non-Indigenous women (Olsen & Lovett, 2016, p. 13). Indigenous women are
also far more likely to be killed due to assault than non-Indigenous women (Our Watch, 2016).
Indigenous women are also hospitalised due to family violence at three times the rate of

Indigenous males (Our Watch, 2018).

With the increasing use of electronic and communication technology and internet connectivity
in regional and remote areas, and increasing levels of social media use in Aboriginal and Torres
Strait Islander communities (Carlson, 2020; Matamoros Fernandez, 2017), technology-
facilitated abuse (TFA) is believed to be becoming more widespread and provides an additional
platform for perpetrating violence, yet the extent of it in regional and remote areas remains
relatively unexplored. TFA refers to abusive behaviour using mobile phones and other devices,
as well as social media and online accounts. There are four main types of technology-facilitated
abusive behaviours: harassment, stalking, impersonation, and threats (Office of the eSafety
Commissioner, 2019). TFA therefore covers the sharing of sexual images without consent; the
use of GPS technology to monitor a person’s location and movement; the creation of fake social
media accounts (such as on Facebook, and Instagram) to impersonate and humiliate a person;
and threatening or abusive messages.! Research on Aboriginal and Torres Strait Islander

women’s experiences of TFA is important and timely.

! While it is not discussed in this paper, TFA also includes the use of digital communication
technologies and social media platforms to lure women and girls into prostitution and human
trafficking networks (Bailey and Shayan, 2021).



Access to (including the use of) technology is vital to ensuring Aboriginal and Torres Strait
Islander women can safely report and access support services (Bailey & Shayan, 2021; Carlson
& Frazer, 2021). Mobile phones in particular, have been identified by women in some
Aboriginal communities as being crucial to community safety (Brown, 2019; Brown, 2020).
Social media platforms, whilst being a place of vulnerability to TFA, is also used as a social
support and community advocacy for social and racial justice (Clark, Augoustinos, & Malin,
2017; Matamoros Fernandez, 2017). Whilst technology can be helpful and life-saving for
women experiencing violence, technology can also be misused by perpetrators to stalk,
intimidate, coerce, monitor, harass and violate their victim (National Resource Center on
Domestic Violence, 2020). The nature of TFA renders the experiences of women invisible and

further reduce their ability to make choices and respond to and mitigate risk.

During the COVID-19 pandemic, rates of violence against women have increased dramatically
(Vaeza, 2020) . However, women in some regions have been less able to report violence, likely
due to proximity to perpetrators in lockdown, and lack of private access to technology
(Graham-Harrison et al., 2020). Yet the pandemic has also seen an increase in the use of
alternative reporting mechanisms, such as online tools and messaging services such as
WhatsApp, to report and seek a support service (Zwartz, 2020). The COVID-19 context
highlights how important it is for all women who are at risk of violence to have access to

support and a safety plan as well as safe access to technology to facilitate this.

This paper contributes to the understanding of TFA in regional and remote settings by
highlighting the perspectives of Aboriginal and Torres Strait [slander women in two ways. First
by amplifying the voices of Aboriginal and Torres Strait Islander women in three regional and
remote locations in Australia. Second, by complementing voices with key findings from
interviews with frontline services, all of whom work closely with Aboriginal and Torres Strait
Islander women and some of whom are also Aboriginal and Torres Strait Islander themselves.
The narratives in the paper speak to the specific experiences and ways Aboriginal and Torres
Strait Islander women identify and respond to different forms of online violence to inform
recommendations for programmatic and policy responses to prevent and reduce the harm of
technology-facilitated abuse. These narratives must also be understood in the context of
ongoing colonisation and associated intergenerational trauma, and the ways this continues to
drive violence against Aboriginal and Torres Strait Islander people, families, and communities

(Carlson & Frazer, 2021). The paper begins by outlining the methodology, before presenting



the key findings about the forms of violence and the strategies women use to identify and

respond to TFA. The paper finishes by giving some recommendations.

Methods

The research was designed to document the TFA experiences of Aboriginal and Torres Strait
Islander women through two avenues, one-on-one yarning with Aboriginal and Torres Strait
Islander women who have intimate experiences of TFA in three different regional and remote
locations in Australia: Central Australia, remote Western Australia, and regional NSW and by
interviewing frontline services and stakeholders who work closely with Aboriginal and Torres
Strait Islander women who have experienced TFA. This two-stage approach provides a more
nuanced understanding of this complex and sensitive issue. Given the challenges and sensitivity
associated with recruitment of Aboriginal and Torres Strait Islander women, the study began
first with interviews with frontline services workers. Four community-based researchers, three
of whom are Aboriginal women, were employed as part of the research team in all three sites
to ensure local protocols were adhered to and for providing and facilitating context specificities
in the analysis. The employment of community-based researchers also enabled the research to
take place in a COVID safe manner. The fieldwork regions were selected because of their
regional/remote status, their comparatively low rates of COVID-19; and the existing

professional and personal relationships with the research team.

Prior to the fieldwork commencing, two separate discussion guides were developed, one for
interviews with frontline service workers and one for yarning with Aboriginal and Torres Strait
Islander women. Interviews with frontline staff from a diverse range of frontline services were
used to explore their perspectives of working with Aboriginal and Torres Strait Islander women
from regional and remote areas who have experienced TFA. These interviews discussed
referral pathways and Aboriginal and Torres Strait Islander women’s preferred ways of seeking

help and support.

Five semi-structured interviews were conducted with frontline services and stakeholders in
each site. The participants worked for a range of frontline services including: women’s
services, legal services, drug and alcohol services, health services, Aboriginal corporations,
men’s behaviour change programs, police, and Youth Services. Of the interview participants,
five were Indigenous and 10 non-Indigenous and 14 of the 15 were female. While two thirds

of frontline service workers were non-Indigenous, they were employed in Indigenous
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organisations or delivered Indigenous specific organisations enabling critical insights from
working in this context. Nine of the interviews were conducted in person, with six conducted
online via Zoom. The interviews lasted approximately 60 minutes. The research team
circulated the questions to the participants before the interview so they could prepare their
responses and mitigate the risk of vicarious trauma. All participants have been assigned a
random code which is used in place of their name to safeguard their confidentiality. All direct
quotes from participants are attributed to the participant’s code. We have also highlighted the
Indigenous status of the participant to emphasise the voices Aboriginal and Torres Strait

Islander experiences.

Yarning was used to gain insight into regional and remote Aboriginal and Torres Strait Islander
women’s experiences of TFA, and how this experience impacts their lives and wellbeing. We
also wanted to understand the context in which they live, their levels of digital literacy,
including their knowledge of online and device safety and security, and their experiences when

reporting TFA.

Yarning is considered more culturally appropriate (Aveling, 2013) and involved sitting down
with the women, having a conversation and listening to their stories in a free flow manner on
a list of possible topics in the discussion guide. Vignettes were used to facilitate yarning
discussions in a sensitive and culturally safe way. These vignettes provided a way for the
women to be able to talk about this type of abuse without being asked directly about their own
experiences. They also allowed women to talk about the TFA they had witnessed in their

communities, rather than having to exclusively talk about their own experiences.

Eleven yarning sessions were conducted with twelve Indigenous women across the three sites.
One of the yarning sessions involved two women who expressed their preference to be in each
other’s presence. The sessions lasted between 20 minutes and 60 minutes. In line with the WHO
& UN Women’s guidelines for research about violence against women and girls, all one-on-
one yarning sessions were conducted in person (World Health Organisation & UN Women,
2020). Most yarnings were conducted by the community-based researchers. All women

participants have been assigned a code to protect their safety and privacy.

The data collected across the three sites during the yarnings and interviews were compiled and
coded using the NVivo software. The codes were then refined and regrouped into themes that

underpinned the data analysis.



Findings

The thematic analysis revealed several key themes in relation to the types of TFA and online
violence experienced by Aboriginal and Torres Strait Islander women in remote and regional
areas, the drivers of this violence and how it impacts women (Brown, Yap, Thomassin, Murray,
& Yu, 2021). Many of these themes reinforce the findings from established literature on
violence against Indigenous peoples and women more generally (Carlson 2019; Clark et al
2017) and highlight the layer of complexity when technology use and technology platforms

acts as enablers.

The findings are structured in two parts. The first describes the diversity in the forms of
technology facilitated violence and how technology can be used as a platform for exacerbating
existing forms of violence. The findings are centred on Aboriginal and Torres Strait Islander
voices (women and frontline service workers). Identification of online violence and coping
strategies are then presented in the latter part of the findings which are informed by both the
Aboriginal and Torres Strait [slander women but also non-Indigenous frontline service workers
supporting women who have experienced TFA. In most cases, the women's voices from the
yarning sessions are highlighted and prioritised. In cases where perspectives from frontline

service workers are drawn, this is made clear.

Forms of violence

Both women and frontline workers reported that Aboriginal and Torres Strait Islander women
experience technology-facilitated abusive behaviour in the context of multiple forms of
violence. The exposure to violence within the personal space of the women (intimate partner
and family violence) but also take the form of lateral violence, instances of image-based abuse
and experience of racism. It was clear that the multiple forms of violence were related and
interconnected and that they also needed to be understood in relation to the broader settler
colonial context. This echoes the arguments made in other literature relating to Indigenous
peoples’ experience of violence (Clark et al 2017). Typically, women reported TFA occurring
between intimate partners as a form of coercive control which then escalates into physical
violence, a finding mirrored in other studies (Carlson, 2020). This violence can involve and

extend to families and even whole communities.



Intimate partner violence

TFA was most reported by the women in the yarning sessions as being used within the context
of intimate partner violence. This mainly took the form of men (Indigenous and non-
Indigenous) using technology facilitated abuse as an extension of coercive control of their
female partner or ex-partner. The most common types of technology facilitated abuse
behaviours reported by women include harassment, threats, monitoring and impersonation by
male partners and ex-partners to assert control over them. This form of abuse tended to occur
gradually, becoming more intense and consuming over time, before escalating into physical
violence. The challenge associated with TFA is that most women typically did not identify or
report the issue until it had escalated and become physical violence (if they reported at all).
This is in line with underreporting of other forms of violence against women (UN Women,
2020), and illustrates how the onus cannot be placed on women to end the abuse and that
relationships with police and justice responses must be improved to facilitate trust, especially

with Indigenous women (Brown, 2020, 2019).

“Yes, so he used to call me consistently when I made the decision to leave him it was very hard.
Given that he was losing his control over me and the abuse was ending. He would call me
constantly in one day. [ had about 50 missed calls, I had to report it to the police and then go

through the process of [getting] an intervention order.” OK02, Indigenous yarning participant

“In the end, I just didn't have a phone because he would take it from me. He didn't want anyone
to talk to me at all in the end. Just the behaviour of control, it's all about control.” Y001,

Indigenous yarning participant

However, there was also one reported case of a woman experiencing TFA from another woman

— the latter is the current partner of the former woman’s male ex-partner.

“But then she sent the bomb squad around. And it was the first time the cop there was hinting
that [...] ‘you're in a domestic violence situation, you've got to get help’. [...] they all came
around with the vest on and look through the house and because she said we had guns up in the
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roof and [...] he said, “You've got to go and get help’.” — FUO1, Indigenous yarning participant

Family violence

Participants also reported TFA occurring within the context of family violence with the

violence typically beginning on social media, often Facebook, and would come to involve



several family members. Yarnings with women revealed that conflict would often begin
between young people receiving abusive and threatening messages and comments on these
platforms, who would show their parents. Family members would then become involved in the
conflict and, similar to intimate partner violence, this could escalate into physical violence.
Family violence tends to crossover from the private to public domain in remote and regional
context as the small size of these communities means increased likelihood of families

encountering each other.

“You know you've got them bickering over social media. And then the parents get involved so
when the parents see each other down the street [...], you know something's gonna happen.”

Y003, Indigenous yarning participant

“What was happening girls were hacking other girls accounts and sending other girls messages
and doing exactly the same creating fights, with a lot of families coming to school threatening to

flog certain girls.” CF33, Indigenous yarning participant

Elder abuse is an aspect of family violence facilitated through technology. This can take the
form of adult children withholding or damaging their elderly parents’ mobile phones to prevent
them from contacting police or calling for help. There were also reports of adult children using
their elderly parent’s mobile phones and online banking, including their MyGov account, to

apply for loans in their name.

“Yeah, I can’t have a phone. My son took it from me. [speaking language] I can't help it, you

know.” — GR57 2apps, Indigenous yarning participant

Lateral violence

TFA was also reported as occurring in the form of lateral violence between Aboriginal and
Torres Strait Islander women. While lateral violence occurs in Aboriginal and Torres Strait
Islander communities, the role of technology in this experience takes the form of impersonation
and image-based abuse. Many women reported being vulnerable to impersonation where
typically women would hack social media accounts (usually accessing their logged in accounts
through shared mobile phones) and/or make fake accounts of another woman to send messages

to other community-members to humiliate or incite violence against her.

“I have had a sister message a bunch of my friends in her own account. And you know said a lot

of things about me” — Y001, Indigenous yarning participant



Lateral violence perpetrated by women was often reported as being a product of ‘jealousing’
or perceived sexual misconduct with a male partner. In this context, technology-facilitated
abusive behaviours, particularly impersonation and image-based abuse, were used to publicly
shame and humiliate other women, as well as incite physical violence against them by other

community members.

“For this town, it's very normal for those young girls. And I just think ‘she wasn't married to you,
he was’. You need to have a go at him, not her. Don’t have a full on go at her. Him. You’re

married to him. But they like to blame that woman.” — CF33, Indigenous yarning participant

“...from my knowledge in my experience, | get attacked a lot by females. It's just lateral violence
around jealousy. Because where I come from, who I am, my identity, my family connections,

and where I work, who I work with.” — SP02, Indigenous yarning participant

Image-based abuse

Image-based abuse can be further fuelled by the introduction and access of technology as
reported by Aboriginal and Torres Strait Islander women in the yarning sessions. Whilst in
many incidents, this was the sharing of sexualised images without the woman’s consent, it also

included reports of unsolicited nude pictures being sent to women.

“I went to purchase a fridge and a washing machine from a rental place. And there were no female
working in that space, though. Just all males. I walked in there right. And he gets all my details,
my phone numbers and everything and I go ‘oh well, because it's a business. I'm okay with it’. |
go home. Two days later, I'm getting the nude pic of this fella. Literally a nude pic. I froze. I
literally froze for half an hour. My sisters were like ‘you alright? What's wrong with you?’ I think

I've just been kicked in the guts. > — SP02, Indigenous yarning participant

The use of image-based abuse was common in the context of intimate partner violence, where
an abuser would share a sexualised image of a current or ex-partner to shame and humiliate

them. These images were often shared on Facebook or via text messages.

“You know, with photo [speaking language]. Rude messages. They put rude things about that
lady...[They do it to make women feel] shame. Making people shame. And then they get
embarrassed when that other person say that ‘we're seeing you on the Facebook’ and all that.” —

GR57_1, Indigenous yarning participant



Women also reported that abusers would share personal images of them with their ex-partner

as another means of manipulation and exerting control.

“After that, he would send me photos that were of us when we were together so photos of me
when [ was pregnant, photos of me during labour, and he would just be taunting me with these
images. Just to prove that he had the control over me still.” - OKO02, Indigenous yarning

participant

Other reports of image-based abuse consisted of sharing of everyday photos to incite violence
against the woman. This often occurred in the context of lateral violence perpetrated by women,
where women shared photos of other women, and sometimes of their children, on social media

to spread rumours and to humiliate the woman.

“She put a picture up on Facebook, because I'm friends with her, of a married man of him with
his current new girlfriend. She said that ‘they'd been sleeping together for this long. I've got an
STI off her’, all this stuff she put on social media. And so people can, imagine this just rounding
up the crowd. ‘Oh we’ll bash her’ and all this sort of stuff, calling her everything, this poor

innocent woman in this photo.” — CF33, Indigenous yarning participant

Aboriginal and Torres Strait Islander women reported a multitude of ways in which the various
forms of TFA impacted them and their children, with the most reported being fear, isolation,
and financial impacts. There is not the space in this paper to expand on these impacts, but they
are important to understanding how TFA affects the lives of Aboriginal and Torres Strait
Islander women, and they are discussed in the full report (Brown, Yap, Thomassin, Murray, &

Yu, 2021).

Racist violence

Some women who participated in this research also reported feeling affected and victimised by
racist and threatening comments made online, usually in open Facebook groups. In one study
location, several open Facebook groups are used by community members to post about events
and news in the town. Increasingly, community members have used these open Facebook
groups to report instances of crime and anti-social behaviour in the town, which then becomes
open to and dominated by racist rhetoric, particularly in discussions about local youth crime.
These women also reported that this constant racist commentary online affected their wellbeing

and sense of security in the town.
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“So if someone says ‘kids running amok again’ and people say, ‘Oh, they have to be black kids.
Well, [...] why don't we all put our gear on and go smash them to teach them what's right and
wrong because they need to be put in a box’. Or ‘why don't want to we run them over in a car’.
and it's like, these are eight-year-old kids you’re talking about...” CF33, Indigenous yarning
participant

“And I get really tired of people putting Indigenous people in the same bucket, saying that we're
all drunks, we're all this, we’re all that. Well we're not because just like everybody else we all,
everybody's different, you know, some of us are really good, and we try and make a good life for
ourselves, but still get chucked in a bucket. So there's this [Facebook] forum...and they just
straight up discriminate racism on every single comment. I mean, it just gets too much like how
can someone have so much hatred and live in this town? [...]so I removed myself from that
group, it became too much and it was starting to actually affect me as well at work, in life......

FN23 Indigenous frontline service worker

Identification and responses to online violence

Both women in the yarning sessions and frontline service workers reported how Aboriginal
and Torres Strait Islander women use a variety of strategies to identify and respond to TFA,

seek help and ultimately keep themselves safe.

Disengaging or removal of exposure

The primary way that women responded to TFA was through removing themselves from the
exposure or risk by blocking — both phone numbers and social media accounts. This is akin to
the avoidance coping strategies employed by Aboriginal women in an Adelaide study on lateral
violence (Clark et al 2017). However, this form of TFA required women to block multiple
accounts and numbers as often their abuser would continue to make new accounts and numbers

to contact them.

“I would have been doing all that [blocking on social media]... [but] she kept changing her profile
all the time. Yep. I think it just become that we just left and how it was. And we just kept
recording everything or kept everything saved everything... it was all just mainly over phone,
texting, and messaging, I’d block her. On my phone, I blocked her over 20 times, different
profiles.” — FUO1 , Indigenous yarning participant

11



In addition to these responses, women also deactivated their social media accounts, secured

their phones and accounts with privacy settings, and even had to resort to relocated towns.

Changing phone numbers was a commonly reported strategy to disengage. Many women
mentioned having to change their mobile phone and phone number to put an end to harassment
and abuse via phone calls and text messaging. However, the constant changing of phone
numbers was not only burdensome but had a significant impact on their access to support
services and made it difficult for friends and family to contact them. Women also reported that
this strategy was only temporary as inevitably their abuser was able to gain their contact details,

usually via friends and family, and continue their harassment.

“It's hard like it's not as simple as just blocking someone's number because they can they put their
phone...on private and call. [You can] go and get another SIM card and renew or they can use

someone else’s [phone].” — RT03, Indigenous yarning participant

“Yeah, it does get frustrating like you just want to smash your phone, you want to snap the SIM
card and all of this, but you know, you know everyone else has got your number, like your family.
And then, you know, your bank knows your phone number for security reasons, My Gov, you
know, all of these things, like, you just sort of trapped in a way, like you feel trapped like you
can't delete. You know or you can't snap your Sim and get a new number because then you have
to change everything else around. But then at the same time, you know you're wanting to get rid
of, you know this person who's threatening, tormenting you, through these avenues, you know?
Doesn't matter if you block them they still find that, find other ways to still get in touch.” — Y003,

Indigenous yarning participant

Collecting evidence and reporting

An important avenue for responding to TFA was through collecting evidence. Women shared
that they would screenshot conversations, save messages, emails, and call logs, and record the
abuse in order to report the behaviour to support networks and/or the police. This often
stemmed from women needing proof for an intervention order or for the police to respond to
the abuse. In this instance, technology can enable the documentation of important evidence to
alleviate the fear of women that they would not be believed. Some women highlighted that
despite keeping this evidence and reporting the abuse a number of times to police, they were

not taken seriously especially where escalation to physical violence had not yet occurred.
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“I don't even remember half of what she's done. But anyway, still got all that evidence, but
nobody was believing us. You know nobody was actually listening to our story... Nobody was
believing about the messages, even though [we have proof] because we've printed them all off. |

don't know it just was so hard to get help or legal help .” — FUO1, Indigenous yarning participant

All the women who participated in this study said that once realising TFA was a crime, they
could and would (and many had) report TFA to the police. For those who reported the TFA
incidence, the response from police varied with some women saying that police took it
seriously and acted immediately, whilst others noted the lack of seriousness being taken by the
police. Having a good relationship between the police and communities was seen as being

critical to women’s safety and their ability to report abuse.

“I talked to my daughter and said, if they come around, you just have to make one phone call to
the police and tell them that they threaten you. Show them what the text message is.” — GR57 1,

Indigenous yarning participant

Criminal Justice System

Frontline workers also discussed Aboriginal and Torres Strait Islander women’s differing
experiences when engaging in the criminal justice system. Most often, women’s engagement
was through police or women’s legal services, and this was usually to put a non-contact
intervention order in place. Many frontline workers reported that the abuse continued even after
intervention orders were in place, which often led to charges of harassment and stalking.
However, frontline workers emphasised the toll that this took on women who were often
burdened with the responsibility of collecting evidence and advocating for themselves to
police, lawyers and judges. This was regarded as especially taxing for Aboriginal and Torres
Strait Islander women in regional and remote areas because of cultural sensitivities, language

barriers, and lack of available services, especially culturally safe and appropriate services.

“I don't know [any services] that [address TFA]. And not all services have access to certain

areas.” — MCP02, Non-Indigenous frontline service worker

“I wouldn't have liked to have had the restraining order, that's not something that I wanted to do.
I felt like I had no other choice. And so, I would like to see more support. I don't think that there's
very much, because I think that, like I said earlier, people are scared to contact the police. They
don’t want to. I didn't want to do. And then after I had, I felt I’d done the wrong thing and I felt

guilty for ages and... My partner's in prison at the moment so it's taken a long time to kind of be
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okay with me feeling like... Even though he'd done the wrong thing, I went through a lot of guilt,
and I can see why women won’t report it or want to do anything about that. Or otherwise they go
into the complete extreme and relationships break down and family feud starts and whatever

else.” — FWO002, Indigenous frontline service worker

The experience of violence often continue from prison whereby male or ex-partners would
persist with their abusive behaviour using phone calls directly from prison, or by contacting
friends and family members. These family members would then exert pressure on the woman,
usually through abusive and threatening phone calls and messages, to ‘drop the charges’ against
the man. This is illustrative how, within the context of intimate partner violence, perpetrators
are able to use technology as well as their other relationships to continue the harassment, even

if the woman is physically safe.

“And even when men have been incarcerated at times... they have... bombarded family, or...
the woman who's been victimised by their violence. So often bombard them with phone calls and
put the pressure on them to drop charges and things like that but then that can also extend to their
family network... Yeah, to kind of isolate that woman further and discourage them from

accessing justice through the legal system.” — BNKO01, Non-Indigenous frontline service worker

As Mobin et al. (2017) have argued, in this context, we need to better understand how
“intergenerational trauma and the after-effects of colonialism” play out through conflictual peer

relations online (in Carlson & Frazer, 2021, p.158).

Other strategies

The over-reliance on personal and individual action minimises the importance of broader
accountability that has to take place including with the abuser and prevention work that engage

with women, men and communities from an early age.

“I also think men [need to be educated] as well. In terms of, you can't, you can't message that
woman, you can't ring them non-stop, you know, those type of training workshops as well. So
it's not only the victim, I think the perpetrators need to be trained as well and educated around
what they can, what is acceptable for technology use. And that even though nobody's watching,
you still can't ring your wife 50 times, or can't track them and things like that.” — Y002,

Indigenous yarning participant

Indigenous and non-Indigenous frontline services participants concurred that the Aboriginal

and Torres Strait Islander women they work with do compile evidence and report their
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experience of TFA. Yet, while these women’s responses are encouraging, typically the abuse
had been occurring for quite some time before women sought help, this was usually because
the women were unaware they could report this form of abuse, were reluctant to report, and/or
did not know who to report it to. In line with this, many frontline workers also discussed the

needs for more preventative work and accountability by the system and the public at large.

Some frontline workers reported that police would respond swiftly to TFA, whilst others
reported that it was difficult to get police to take the abuse seriously, because of the attitude
that violence is not ‘serious’ unless it is physical. This reinforced the experience highlighted

by Aboriginal and Torres Strait Islander women in the yarning sessions.

“I went to the police for her and showed them the threats she received. Yeah. And they've just
gone ‘you can’t prove anything’ basically. Just the way that they treated me and her that moment
on that day was one of the most disgusting things I've ever seen. Really how my blood was
boiling... So you think like you could see clearly who was messaging. Police just said this
messaging stuff, ‘that could be you on a fake account’... And again, that's putting, accountability,
on the affected family member... and not the perpetrator.” — PE04, Indigenous frontline service

worker

In areas where frontline services worked with police in multiple jurisdictions across multiple
states, response differed between jurisdictions and that coordination between police in different

states made it difficult to respond to TFA and to support women.

“So I think there needs to be clear... responses from police, and more... clear legislation that isn't
different state to state. So that women know what their rights are. And so that services know what

women's rights are.” — BNKO1, Non-Indigenous frontline service worker

Recommendations

This study has sought to highlight that Aboriginal and Torres Strait Islander women in regional
and remote areas have diverse and unique experiences of TFA. Their location often presents
additional barriers and obstacles to seeking and obtaining help. Similarly, this context presents

several complexities for policies and programs aiming to prevent TFA.

Education and Awareness
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There is already education and awareness initiatives addressing violence against women
(Brown, Homan, Simpson, & Leung, 2021; Blagg, et al., 2018). Significant work needs to be
done to raise regional and remote communities’ awareness around the forms that TFA can take,
how it impacts groups such as young people, LGBTQI+, women and Elders differently and
how family or community members can inadvertently contribute to the problem, for example,

by giving out personal details.

To reach a critical mass, awareness campaigns and programs should aim to educate both the
broader population as well as the local Aboriginal and Torres Strait Islander communities,
particularly in relation to the multiple forms TFA can take as well as online racist violence
against Indigenous people. As such, education requires a multipronged approach combining
locally relevant televised and social media public campaigns as well as local activities and
awareness campaigns during community events, in schools, in women’s, men’s, youth and
Elders’ groups. Workshops on online safety and privacy and knowledge of online resources
that can help develop strategies to prevent, mitigate or stop TFA would also be critical. There
is also a need to consider informal forms of support such as peer group sharing and teaching or

even enhancing digital literacy within families through children and parent exchanges.
Responses to Technology-Facilitated Abuse

A wide range of responses was suggested to address the multifaceted and continuously
evolving issue of TFA. Preventing, mitigating and stopping this form of abuse is understood

as requiring both tailored individual and all-of-community approaches.
Responses to support the victim

Greater understanding and awareness of the complexity and impacts of TFA and knowledge of
the resources available could help to improve the programs and services offered to the victims
and work with them on strategies. Guidance for the women on how to document the abuse and
collect evidence to build their case (e.g. avoid deleting abusive communication, take

screenshots, etc.) was also raised as a way to support the women.
Responses to work with the perpetrator

There is a need to place responsibility on the perpetrators of violence by designing and
developing programs which increase awareness of their destructive behaviour in the short term

and work with them to change their behaviours in the longer term. Participants in this study
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emphasised the need for accountability and criticised responses which place the onus on the

woman to end the abuse she is experiencing.
Appropriate and safe avenues for reporting

While mandatory reporting may go some way to minimising the exposure and harm associated
with TFA, it may also make women more vulnerable to it especially where the avenues of
reporting or agencies and individuals responsible to acting on the report are not well equipped
to deal with or be responsive to the report. When reports are not responded to appropriately
and efficiently, this can expose the woman to further abuse in the form of reprisal violence.
Experiences of TFA do not occur in a vacuum. Aboriginal and Torres Strait Islander women’s
experience of ongoing colonisation and racism influence their trust and willingness to engage
with various services, the police, and the justice system. Some of the solutions proposed to
build better relationships and understanding between the police and the community could
include community-police days, as well as hiring more Indigenous police officers and

Indigenous liaison officers.
Support for frontline workers

Frontline workers have expressed their struggles to keep up with technology changes as well
as with the perpetrator’s evolving tactics. Regular training around the use of technology,
privacy settings and online safety would equip them to better understand the needs and support

of the women they are working with.
Responsibility of big tech companies

One of the simple strategies recommended to and adopted by the victims of TFA is to block
perpetrators accounts, phone numbers and email addresses from their accounts and devices.
However, the ease with which the perpetrators can create new or fake accounts means that this
strategy is not always effective. The research findings point to the critical role that big tech
companies can play in addressing abusive behaviours facilitated through their platforms. This

includes:

e responsibility to monitor what is published via their platforms;

e roles in awareness/education campaigns teaching the young people how to safely use
these platforms including terms and conditions and use of their personal information;

e improved clear and accessible codes of conducts defining what constitutes unacceptable

behaviour and illegal practices online;
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e greater clarity surrounding reporting mechanisms for abusive content and behaviours;
e revision of account suspension rules associated with offences and cancellation of

accounts.
Technology-based responses

Other technology-based responses could include the use and/or development of applications
that enable women to alert the police or another third party quickly and discreetly during an
emergency. It was also suggested that applications that filter or flag particular words in order
to help the victim manage the messages, phone calls and images they receive could also be

useful.

A key strategy for victims to stop TFA is to change their phone, phone number and potentially
their email and social media accounts. Their phone number, however, is what connects many
of these women to relatives, friends, and services. The need to contact many people to inform
them of the number change can be significantly daunting for women who are already dealing
with a crisis situation. The research highlights the need to provide further support to women
employing these strategies given the privacy mechanisms in place may prevent a third party

such as frontline workers from supporting or helping the women change their personal details.

Conclusion

Although the use of technology is instrumental to Aboriginal and Torres Strait Islander
women’s safety, Aboriginal and Torres Strait [slander women in the yarning sessions described
experiencing multiple types of technology-facilitated abuse within different forms of violence.
The women also reported the diverse ways that their experience of TFA impacted them and
affected their sense of safety, security and wellbeing. The women sharing their perspectives
highlighted a wide variety of strategies they employed to identify and respond to their
experience of online abuse. However, in a context where technologies are always changing, it
is also clear that the experience of TFA was often coupled with low levels of awareness about

online safety, how to report TFA, and how to use devices safely.

TFA is still largely unknown in the wider public, so there is a similar general lack of awareness
among Aboriginal and Torres Strait women in the three regions about TFA. This lack of
awareness means that cases of TFA may be reported only once they have escalated to physical

abuse. To address this, the most critical and important avenue to prevention is to raise
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awareness and educate communities about TFA. Protective and legal systems also need to be
strengthened, and in particular police, financial institutions, and big tech companies need to be
educated and made aware of TFA and their responsibilities in addressing and preventing this
behaviour. In addition, there remains considerable work to be done on addressing online racist
violence, which can be embedded into anti-racist educational programs directed at non-

Indigenous Australians.

This research shows that measures to educate about TFA as well as the design or response must
consider the particular circumstances of Aboriginal and Torres Strait Islander women from
remote and regional Australia. Online racist abuse, as well as trust in the police and the criminal
justice system to respond to other forms of TFA, is also connected to past and ongoing violent
and discriminative colonial practices and institutions. In the end, to address and prevent TFA,
so much rests on a resetting of relationships, addressing the ongoing colonial violence that
continue to be perpetuated by settler colonial institutions and the trauma associated with it, and
the importance of centring the lived experiences and voices of Aboriginal and Torres Strait

Islander women.
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